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Questions to answer

1. Where do we need/use wireless security?

2. Why makes wireless security special?

3. What can go wrong with wireless security?

4. How can we improve wireless security?
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Where do we need/use wireless security?
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home business transport

telecommunicationshealthcare

Things are getting “smart” J



Use-case: Spain
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[Source: https://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2018/MISR-2018-Vol-2-E.pdf]

ITU: M
easuring the Inform

ation Society Report 2018

https://www.itu.int/en/ITU-D/Statistics/Documents/publications/misr2018/MISR-2018-Vol-2-E.pdf


What makes wireless security special?
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Direct access to the medium

(e.g., sniffing, jamming)

Dynamicity / mobility
(e.g., new / old members, handover)

Restricted devices
(e.g., low comp. power, battery life)



What makes wireless security special?
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“GSM should be as secure as the wired network (PSTN) …
…but, security mechanisms should not have a negative impact on the 

usability of the system”

Trade-off between security and efficiency



What can go wrong with wireless security?
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[Source: https://www.youtube.com/watch?v=nwPtcqcqz00&t=2s]

https://www.youtube.com/watch?v=nwPtcqcqz00&t=2s


But… is this a wireless security problem?
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The adversary...
§ Acts intentionally, aims to harm the system in some way ...

Adversaries can be:
§ Passive: can only listen / eavesdrop (sniffing)
§ Active: can actively interfere, send / stop / modify messages,  etc.



Use-case: mobile networks
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[Source: http://emfguide.itu.int/emfguide.html]

§ User 
Equipment 
(UE) / Mobile 
Station (MS)

§ Access 
Network

§ Core Network

http://emfguide.itu.int/emfguide.html
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Use-case: mobile networks

Adversaries can be:
§ Passive: can sniff the radio communication
§ Semi-passive: can sniff the radio communication and can trigger

active actions that are legitimate for a user (e.g., send messages,
initiate calls, etc.)

§ Active: can set and operate rogue base stations (active IMSI
Catchers)
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What can go wrong with wireless security?

home business transport

telecommunicationshealthcare
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What can go wrong with wireless security?

How is your home AP configured?

1. With default admin user name and password J

[Source: http://www.dlink.cc/d-link-wireless/d-link-wireless-ap-default-ip-address.html]

http://www.dlink.cc/d-link-wireless/
http://www.dlink.cc/d-link-wireless/d-link-wireless-ap-default-ip-address.html
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What can go wrong with wireless security?

How is your home AP configured?

2.      Uses WEP (Wired Equivalence Privacy) J

[Source: https://wigle.net/stats]

https://wigle.net/stats


14/31

Use-case: WEP

IV: Initialization Vector (24 bits)
PRNG: Pseudo-Random 

Number Generator
ICV: Integrity Check Value

[Source: https://technet.microsoft.com/pt-pt/library/cc757419(v=ws.10).aspx ]

https://technet.microsoft.com/pt-pt/library/cc757419(v=ws.10).aspx
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Use-case: WEP

• Auth Challenge:
• AP sends a (random) 128-bit challenge text

• Auth Response:
• STA encrypts the challenge text with the secret key using 

WEP and sends the ciphertext to the AP
• Auth Success:

• AP decrypts and compares the plaintext with the challenge; if 
it equals the challenge text, authentication succeeds

STA AP

Sniff the challenge and the 
response to find the 
keystream

No mutual 
authentication
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What can go wrong with wireless security?

How is your home AP configured?

3.  Uses a weak password J

[Source: https://www.aircrack-ng.org/ ]

https://www.aircrack-ng.org/


[Source: He and Mitchell  Security Analysis and Improvements for IEEE 802.11i
https://theory.stanford.edu/~jcm/papers/NDSS05.pdf ]

AA: Authenticator Address
SA: Supplicant Address
ANonce: nonce generated by 
the Authenticator (AP)
SNonce: nonce generated by 
the Supplicant (STA) 
sn: sequence number

EAPOL MICKey
(KCK)

Encrypted data communication follows

Use-case: WPA 4-way handshake protocol
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https://theory.stanford.edu/~jcm/papers/NDSS05.pdf


2G 3G 4G 5G

Security improvements

WEP WPA WPA2 WPA3

Breaking is easy! Securing is hard!

Security improvements
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[Source: https://w
w

w.krackattacks.com
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https://www.krackattacks.com/
https://wpa3.mathyvanhoef.com/


What can go wrong with wireless security?

Do you keep your vehicle key fob safe?

Relay attack 

Do not confuse with replay attacks or Men-in-the-Middle (MitM) attacks! 
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What can go wrong with wireless security?

[Source: https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/]
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https://www.wired.com/2015/07/hackers-remotely-kill-jeep-highway/


What can go wrong with wireless security?

Do you use a smartphone?

Listen to paging messages 

[Source: Sørseth et al. Experimental Analysis of Subscribers’ Privacy Exposure by LTE Paging]
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What can go wrong with wireless security?

[Source: Sørseth et al. Experimental Analysis of Subscribers’ Privacy Exposure by LTE Paging] 23/31



What can go wrong with wireless security?

[Source: Mjølnses and Olimid, Easy 4G/LTE IMSI Catchers for Non-Programmers]

Subscriber Provider

Identity Request (IMSI)

Identity Response (IMSI)

IMSI: International Mobile 
Subscriber Identity
TMSI: Temporary Mobile 
Subscriber Identity
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What can go wrong with wireless security?

[Source: Mjølnses and Olimid, Easy 4G/LTE IMSI Catchers for Non-Programmers]

SDR: Software Defined Radio
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What can go wrong with wireless security?
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Identity Request

Identity Response (never: SUPI)

“In response to the Identifier Request message, the UE never 
sends the SUPI.”

.
[Source: ETSI TS 133 501 V15.2.0 (2018-09)]

2G 3G 4G 5G

Use-case: 5G

SUPI: Subscription Permanent Identifier
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[Source: ETSI TS 133 501 V15.2.0 (2018-09) ] 

Eph. 
private key

1> Eph. key pair
generation

2> Key
agreement

Eph. 
shared key

3> Key
derivation

4> Symmetric
encryption

Eph. 
public key

Public key 
of HN

Plaintext 
block

Cipher-
text value

Eph. enc. 
key, ICB

Final output = Eph. public key || Ciphertext || MAC tag [|| any other parameter]

Eph. 
mac key

MAC-tag 
value

5> MAC 
function

Use-case: 5G
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2G 3G 4G 5G
Security improvements

Increased technical capabilities for the large public

Easy to make the phone 
accept a fake tower…

But difficult to get the 
tools for it

More difficult to make 
the phone accept a fake 

tower…
But easy to obtain the 

necessary tools

Evolution in time…
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How can we improve wireless security?

Think to the future 
(e.g., longer keys, quantum-resistant algorithms)

Make protocols public
(Kerckhoffs's principle)

Secure usage
(e.g., increase awarness, secure your devices, try not to 

use deprecated technologies)

Build better protocols
(e.g., mutual authentication, confidentiality, privacy, integrity)

Usage of temporary identities / contextual keys 
(e.g., TMSI, key hierarchy -> freshness + separation )
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Thank you!

Q&A ?
?

?


