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[Source: https://www.statista.com/statistics/467163/forecast-of-smartphone-users-in-india/]

Estimated human 
population: 
7.8 billions (oct.2020)

Motivation
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Mobile Networks Evolution [Source: https://ec.europa.eu/com
m

ission/presscorner/detail/en/M
EM

O
_14_129]
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2G 3G 4G 5G

mechanisms

ideas

vulnerabilities

Security improvements
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Mobile Networks General Architecture

[Source: http://emfguide.itu.int/emfguide.html ]

• User equipment

• Access network
• Radio link

• Core network
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MS: Mobile Station
ME: Mobile Equipment
SIM: Subscriber Identity Module

BSS: Base Station Subsystem
BTS: Base Transceiver Station
BSC: Base Station Controller

NSS: Network Subsystem
MSC: Mobile Services Switching Center
HLR: Home Location Register
VLR: Visitor Location Register
EIR: Equipment Identity Register
AuC: Authentication CenterPSTN: Public Switched Telephone Network

The Global System for Mobile Communications 
(GSM)

(IMSI,Ki)

(IMSI,Ki)
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IMSI

Identification
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Identification of Subscribers

[List of MCCs and MNCs: http://mcc-mnc.com/ ]

IMSI (International Mobile Subscriber Identity)

MCC
(Mobile Country Code)

- 3 digits -

MNC
(Mobile Network Code)

- 2 digits (EU) / 3 digits (US) -

MSIN
(Mobile Subscriber Identification Number)

404,405 (India) 81 (BSNL) / 44 (Spice) XXXXXXXXXX

242 (Norway) 01 (Telenor) / 02 (Telia) XXXXXXXXXX

226 (Romania) 01 (Vodafone) / 10 (Orange) XXXXXXXXXX
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Identification of Subscribers

• IMSI (International Mobile Subscriber Identity)
• TMSI (Temporary Mobile Subscriber Identity)
• Ki (cryptographic key)

IMSI

Identification
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Authentication of Subscribers (GSM)

SRES / XRES = A3(Ki, RAND)

Kc = A8(Ki, RAND)

(IMSI,Ki) (IMSI,Ki)
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(IMSI,K)

IMSI (International Mobile Subscriber Identity)

MCC
(Mobile Country Code)

MNC
(Mobile Network Code)

MSIN
(Mobile Subscriber Identification Number)

Long Term Evolution (LTE)
(IMSI,K)

UE: User Equipment
USIM: Universal Subscriber 
Identity Module

EUTRAN: Evolved UTRAN
EPC: Evolved Packet Core
eNodeB: Evolved NodeB

MME: Mobility Management Entity
S-GW: Serving Gateway
P-GW: PDN-Gateway
HSS: Home Subscriber Server
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(SUPI,K), HN private key

SUPI (Subscription Permanent Identifier)

IMSI
(International Mobile Subscriber Identity)

NAI
(Network Access Identifier)

5G

(SUPI,K)

UE: User Equipment
USIM: Universal Subscriber 
Identity Module

gNB: Next Generation NodeB AMF: Access and Mobility Management Function
AUSF: Authentication Server Function
UDM: Unified Data Management

or
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Subscriber

IMSI

Identification

UE eNodeB

IMSI

TMSI1

TMSI2

UE

The Role of the TMSI
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UE eNodeB

Identity Request (IMSI)

Identity Response (IMSI)

“The mechanism is initiated by the MME that requests the user to
send its permanent identity. The user's response contains the IMSI in
cleartext. This represents a breach in the provision of user identity
confidentiality.”

[3GPP TS 33.401 V16.3.0 (2020-07)]

Assumed Privacy Breach
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[Source: https://rayzone.com/products/piranha-2g-3g-and-4g-imsi-catcher/ ]

IMSI Catchers in the real world
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[Source: https://www.enisa.europa.eu/publications/annual-report-telecom-security-incidents-2019 ]

Attacks in the real world
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2G 3G 4G

Security improvements

Increased technical capabilities at large scale

Simpler attacks

More difficult to obtain 
the tools

More advanced attacks

Easiest to obtain the tools
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Evolution in time
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Simple attacks

More advanced attacks
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Difficulty of attacks

BTS

Fake BTS

eNodeB

Fake eNodeB

• Location
• Basic config.

• Location
• More advanced 

config. (e.g., 
priorities, 
thresholds)
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Easy to obtain the tools Easy to obtain the tools

Facilitates attacks Facilitates experimentation
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Availability of low-cost tools at large scale

HackRF One Ettus B200mini
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UE eNodeB

Identity Request (IMSI)

Identity Response (IMSI)
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Experimental Work
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Our IMSI Catcher

• eNodeB_Jammer: causes the UE to detach from the serving cell it 
camps on

• eNodeB_Collector: masquerades as an authorized eNodeB
running on the (second) highest priority frequency, but with higher signal 
power, causing the UE to try reselection and expose the IMSI

Mjølsnes, S.F. and Olimid, R.F., MMM-ACNS 2017, Easy 4G/LTE IMSI catchers for non-programmers
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Our IMSI Catcher

• Phase 1. Gather the configuration parameters:
– Find the EARFCN DL and TAC (using the Samsung device)
– Run eNodeB_Jammer using MCC, MNC and the EARFCN DL of the 

commercial cell
– Read new EARFCN DL after reselection

• Phase 2. Configure and run the LTE IMSI Catcher:
– Run eNodeB_Collector using MCC, MNC and the new EARFCN DL after 

reselection in the commercial network, but a different TAC
– Run eNodeB_Jammer configured as in Phase 1

Mjølsnes, S.F. and Olimid, R.F., MMM-ACNS 2017, Easy 4G/LTE IMSI catchers for non-programmers
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Our IMSI Catcher: Hardware

Mjølsnes, S.F. and Olimid, R.F., MMM-ACNS 2017, Easy 4G/LTE IMSI catchers for non-programmers

• Software radio peripherals (USRPs)
– Ettus B200mini + antennas

• Computers (access and core network)
– Standard desktops or laptops: Intel NUC D54250WYK 

(i5-4250U CPU@1,30GHz), Lenovo ThinkPad T460s 
(i7-6600U CPU@2,30GHz)

• Mobile terminals:
– Samsung Galaxy S4 device, used to find the LTE 

channels and TACs used in the targeted area
– Two LG Nexus 5X phones running Android v6, 

used to test our IMSI Catcher
• SIM cards

[https://www.ettus.com/product/details/USRP-B200mini]
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Our IMSI Catcher: Software

Mjølsnes, S.F. and Olimid, R.F.,MMM-ACNS 2017, Easy 4G/LTE IMSI catchers for non-programmers

• LTE Emulator:
– Open Air Interface (OAI), an open source software that provides a 

(partially) standard compliant implementation of LTE

• Service Mode:
– Dial *#0011# on Samsung Galaxy S4 device
– Read configuration of the commercial network: 

EARFCN DL, TAC, MCC, MNC, Cell ID
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Our IMSI Catcher: Results

Mjølsnes, S.F. and Olimid, R.F., 2017, Easy 4G/LTE IMSI catchers for non-programmers MMM-ACNS

• Low-cost IMSI Catcher (< 3000 EUR):
– COTS hardware and readily available software only
– No (or very basic) changes in the source code

Mjølsnes, S.F. and Olimid, R.F.,MMM-ACNS  2017, Easy 4G/LTE IMSI catchers for non-programmers
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Our IMSI Catcher: Results
Mjølsnes, S.F. and Olimid, R.F., SECRYPT 2017. Experimental Assessment of Private Information Disclosure in LTE Mobile Networks. 

• Behaviour:
– Denial-of-Service (DoS) until reboot - cause 3 (Illegal UE)
– Downgrade to non-LTE services - cause 7 (EPS services not 
allowed)

– Reconnection to the commercial network - cause 15 (No suitable 
cells in tracking area)
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Many Publications and Results



Ruxandra F. Olimid

Sørseth, C., Zhou, S.X., Mjølsnes, S.F. and Olimid, R.F., Wireless Personal Communications, 2019 
Experimental analysis of subscribers’ privacy exposure by LTE paging.

Privacy of subscribers in mobile networks: changes and challenges over time 26/35

LTE Paging
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Many Publications and Results
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2G 3G 4G 5G
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Changes in 5G

Identity Request

Identity Response (never: SUPI)

“In response to the Identifier Request message, the UE never sends
the SUPI.”

.
[3GPP TS 33.501 V16.4.0 (2020-09)]SUPI: Subscription Permanent Identifier
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5G – Concealment of SUPI (to SUCI)

SUPI: Subscription Permanent Identifier
SUCI: Subscription Concealed Identifier

Mjolsnes, S.F. and Olimid, R.F., IEEE CommMag 2019. Private Identification of Subscribers in Mobile Networks: Status and Challenges
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5G – Concealment of SUPI (to SUCI)

[3GPP TS 33.501 V16.4.0 (2020-09)]ECIES: Elliptic Curve Integrated Encryption Scheme
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5G – Concealment of SUPI (to SUCI)

[3GPP TS 33.501 V16.4.0 (2020-09)]ECIES: Elliptic Curve Integrated Encryption Scheme
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IMSI / SUPI Catching in 5G

[3GPP TS 33.501 V16.4.0 (2020-09)]

• Downgrade to previous generations
• Null-scheme

• Computational costs and difficult management caused by 
public key cryptography

“The UE shall generate a SUCI using "null-scheme" only in the following 
cases:
- if the UE is making an unauthenticated emergency session and it does not 
have a 5G-GUTI to the chosen PLMN,
or
- if the home network has configured "null-scheme" to be used, or
- if the home network has not provisioned the public key needed to generate 
a SUCI.”
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IMSI / SUPI Catching in 5G

[Source: https://www.wired.com/story/5g-security-stingray-surveillance/]

[Source: https://infosec.sintef.no/en/informasjonssikkerhet/2020/04/hacking-5g-network-infrastructure-imsi-catchers-and-hackathon/]
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IMSI / SUPI Catching in 5G



Ruxandra F. Olimid

Thank you!
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