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Preliminaries

Secret Sharing

Derivative Secret Sharing [Sun et. al. 2012]

1 Secret Sharing Phase
The dealer splits the secret S ∈ G into 2 parts n times:

S = s1 + s ′1 = s2 + s ′2 = ... = sn + s ′n (1)

2 Shares Distribution Phase
The dealer sends the share s ′i ∈ G to Ui ∈ U via a secure channel.

3 Secret Reconstruction Phase

1 The dealer broadcasts the shares s1, s2, ..., sn at once, when the users
want to recover the secret S .

2 Any user Ui ∈ U reconstructs the secret as:

S = s ′i + si (2)
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The Group Key Transfer Protocol [Sun et. al. 2012]

1 Phase 1: User Registration
KGC shares a long-term secret s ′i ∈ G with each user Ui ∈ U

2 Phase 2: Group Key Generation and Distribution

1 U1 → KGC : {U1,U2, ..., Ut}
2 KGC →∗: {U1,U2, ..., Ut}
3 Ui , i = 1, . . . , t, ri ←R Z∗p; Ui → KGC : ri
4 S ←R G , S = s1 + s ′1 = ... = st + s ′t , K = gS

Mi = (g si+ri ,Ui ,H(Ui , g
si+ri , s ′i , ri )), i = 1, . . . , t

Auth = H(K , g s1+r1 , ..., g st+rt , U1, ...,Ut , r1, ..., rt)
KGC →∗: (M1, ...,Mt ,Auth)

5 Ui , i = 1, . . . , t verifies that h = H(Ui , g
si+ri , s ′i , ri ),

computes K ′ = g s′i · g si+ri/g ri

checks that Auth = H(K ′, g s1+r1 , ..., g st+rt , U1, ...,Ut , r1, ..., rt)
Ui → KGC : hi = H(s ′i ,K

′,U1, ...,Ut , r1, ...rt)
6 KGC computes h′i = H(s ′i ,K ,U1, ...,Ut , r1, ...rt)

checks that h′i = hi
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The Attacks

1 Insider attack

2 Known key attack
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The Proposed Attacks

Insider Attack

Let:

(k1) 6= (k2) be 2 sessions of the protocol;

Ua ∈ U(k1) \ U(k2);
Ub ∈ U(k1)

⋂
U(k2)
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2 Phase 2: Group Key Generation and Distribution

1 U1 → KGC : {U1,U2, ..., Ut}
2 KGC →∗: {U1,U2, ..., Ut}
3 Ui , i = 1, . . . , t, ri ←R Z∗p; Ui → KGC : ri
4 S ←R G , S = s1 + s ′1 = ... = st + s ′t , K = gS

Mi = (g si+ri ,Ui ,H(Ui , g
si+ri , s ′i , ri )), i = 1, . . . , t

Auth = H(K , g s1+r1 , ..., g st+rt , U1, ...,Ut , r1, ..., rt)
KGC →∗: (M1, ...,Mt ,Auth)

5 Ui , i = 1, . . . , t verifies that h = H(Ui , g
si+ri , s ′i , ri ),

computes K ′ = g s′i · g si+ri/g ri

checks that Auth = H(K ′, g s1+r1 , ..., g st+rt , U1, ...,Ut , r1, ..., rt)
Ui → KGC : hi = H(s ′i ,K

′,U1, ...,Ut , r1, ...rt)
6 KGC computes h′i = H(s ′i ,K ,U1, ...,Ut , r1, ...rt)

checks that h′i = hi
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Known Key Attack

The attacker discloses a key K(k1);

Ub ∈ U(k1)
⋂
U(k2)
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The Proposed Attacks

Chain Attack

Apparent limitation: a common qualified user must exist for both
sessions;

Chain extension:

(k1) ← U1,2 → (k2) · · · (kx−1) ← Ux−1,x → (kx)
⇑ ⇑ ⇑ ⇑

K(k1) K(k2) K(kx−1) K(kx)
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Countermeasure
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Countermeasure

Countermeasure

1 Phase 1: User Registration
KGC shares a long-term secret s ′i ∈ G with each user Ui ∈ U

2 Phase 2: Group Key Generation and Distribution

1 U1 → KGC : {U1,U2, ..., Ut}
2 KGC →∗: {U1,U2, ..., Ut}
3 Ui , i = 1, . . . , t, ri ←R Z∗p; Ui → KGC : ri
4 S ←R G , S = s1 + s ′1 = ... = st + s ′t , α←R G ,K = αS

Mi = (αsi+ri ,Ui ,H(Ui , α
si+ri , s ′i , ri , α)), i = 1, . . . , t

Auth = H(K , αs1+r1 , ..., αst+rt , U1, ...,Ut , r1, ..., rt , α)
KGC →∗: (M1, ...,Mt ,Auth, α)

5 Ui , i = 1, . . . , t verifies that h = H(Ui , α
si+ri , s ′i , ri , α),

computes K ′ = αs′i · αsi+ri/αri

checks that Auth = H(K ′, αs1+r1 , ..., αst+rt , U1, ...,Ut , r1, ..., rt , α)
Ui → KGC : hi = H(s ′i ,K

′,U1, ...,Ut , r1, ...rt , α)
6 KGC computes h′i = H(s ′i ,K ,U1, ...,Ut , r1, ...rt , α)

checks that h′i = hi
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Countermeasure

Thank you!

Questions
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